This paper presents a corrective control scheme that tolerates the adverse effect of transient faults in dynamics of asynchronous sequential machines. When a transient fault occurs, the machine undergoes unauthorized state transitions, which hinders the normal operation of the machine. In particular, this paper proposes how to design a combined controller that realizes fault tolerance for two independently working asynchronous machines, thereby reducing the size of control parts. The existence condition for the proposed controller remains the same as using a single controller for each machine. The design procedure for the proposed combined controller is analyzed in detail with illustrations.
Introduction
Corrective control is an automatic control scheme proposed for compensating the behavior of asynchronous sequential machines. Represented as another asynchronous machine, a corrective controller is placed in front of the considered machine, and receives the external input and the output feedback from the machine to generate a control input, like a feedback controller in automatic control theory. A series of appropriate control inputs is provided by the controller so that the closed-loop system matches the behavior of a reference model. Recent research results [1] [2] [3] [4] [5] validate that the corrective control scheme can improve the outer logic of asynchronous machines without resort to re-design.
The objective of this paper is present a corrective controller that eliminates the adverse effects of transient faults in input/state asynchronous sequential machines, where the present state of the machine is given as the output value. Transient faults are referred to as a kind of faults that cause unauthorized state transitions to asynchronous machines, but can be invalidated immediately by outer fault tolerance modules. Transient faults are observed mainly in asynchronous machines working in radiation environments, where memory bits of digital hardware may be upset by radiation [6] . Since the transient behavior of an asynchronous machine is very fast (in zero time, ideally), employing the corrective control scheme guarantees instantaneous state recovery for asynchronous machines [7, 8] .
Compared to the former studies [7, 8] , the novelty of the present work is that one corrective controller realizes fault tolerance against transient faults for two independently working asynchronous machines. The motivation for this study stems from the fact that the state number of a corrective controller is often greater than that of the controlled machine [9] . In practical view, it is desirable to maintain the size of a controller as small as possible. Moreover, when we control several asynchronous machines separately, the size problem of each controller may be hindrance to the implementation of the overall system. In this paper, the corrective controller that achieves this objective is called a 'combined controller. ' This paper is a continuing work of control of asynchronous sequential machines the framework of which is laid out in [1] [2] [3] . Besides [7, 8] , [10] and [11] also present research results on applying the control scheme to invalidate the effect of adversarial inputs. Studies dealing with the control of sequential machines using supervisory control can be found in [12, 13] ; also, refer to [14] [15] [16] for issues related to control and model matching of general sequential machines.
The rest of this paper is organized as follows. In Section 2, we model the considered asynchronous sequential machines and the characteristics of transient faults occurring to the machines. In Section 3, the structure of the combined controller and closed-loop system is proposed. In Section 4, we present the existence condition for the combined controller and analyze the design procedure in detail. Finally, conclusion and remarks on future studies are addressed in Section 5.
where A is the input set, X is the state set, 
For describing the transient faults, let us divide the input set A into two mutually exclusive subsets
where A N is the normal input set and A F is the set of transient fault inputs. 
If x
½ is n-stably reachable from x, we can find an input string made of only normal input characters in A N . As will be shown later, this is one of crucial properties needed to guarantee a controller that fulfills state recovery. 
Stable reachability between two states in Σ 2 is defined in the same manner as Definition 1.
The input set B is also divided into Figure 1 shows the corrective control system for state recovery of single asynchronous machines presented in the former studies [7, 8] . Let us discuss the configuration of Σ 1 in the first. Σ 1 is the input/state asynchronous sequential machine to be controlled and C 1 is the corrective controller, also in the form of asynchronous machines. v 1 È A N is the normal input, u 1 È A N is the control input generated by C 1 , and x È X is the state of the machine Σ 1 that serves as the feedback to C 1 . w 1 È A F is the fault input that causes unauthorized state transitions to Σ 1 . The configuration of Σ 2 is described in a similar way: Σ 2 is the controlled asynchronous machine, C 2 is the corrective controller, v 2 È B N is the normal input, u 2 È B N is the control input generated by C 2 , y È Y is the state of the machine Σ 2 that serves as the feedback to C 2 , and w 2 È B F is the fault input that causes unauthorized state transitions to Σ 2 . Referring to Figure 1 , w 1 does not go through the controller C 1 , so it is unobservable and uncontrollable, which fits with the nature of disturbances. Since an asynchronous machine is driven by changes of its input variables, u 1 and w 1 override each other. The input to Σ 1 is thus defined as one of u 1 and w 1 whose value is changed at the last. The fault posed by w 1 is that it may interfere with the operation of Σ 1 and change the machine's state, regardless of the control input u 1 , if the state transition with respect to w 1 is defined at the present state.
Structure of Combined Controller
Receiving the external input v 1 and the state feedback x 1 from Σ 1 , the corrective controller C 1 generates the control input u 1 . We will show that, under some conditions associated with the characteristics of Σ 1 , C 1 can counteract the transient faults caused by w 1 . As soon as C 1 detects an unauthorized state transition, it generates proper control inputs, which will in turn recover the state of Σ 1 back to the original one whenever possible. The closed-loop system will then seem to operate with no interruption of the transient fault input. This correction procedure is made possible by the feature of asynchronous machines that its behavior is governed by no synchronous global clock.
As mentioned in the introduction, a drawback of a corrective controller is that its state number may be greater than that of the controlled machine. Moreover, as the occurrence of transient faults and the length of the used control input sequence increase, so does the state number of the designed controller [10] . One way to alleviate this drawback is to use a combined corrective controller for two independently working asynchronous machines, thereby acquiring a significant reduction of the state number. asynchronous machine.
is the output set, Ξ is the state set, ξ 0 È Ξ is the initial state, and φ and η are the recursion and output function, respectively, with the mapping
For guaranteeing well defined and deterministic operations, the closed-loop system of Figure 2 must preserve the principle of fundamental mode operation [17] , an operating policy that prohibits the simultaneous change of two or more variables. This policy helps to prevent uncertainties arising from simultaneous changes in two or more variables. For the closed-loop system of Figure 2 , fundamental mode operation implies the following. Figure 2 
Condition 1. The closed-loop system of

Existence Condition and Design Procedure
It is known that the adverse effect of the transient faults can be eliminated if, after observing the occurrence of an unauthorized state transition, the closed-loop system can return to the original state via corrective control action from any next stable state reached by the transient fault [7] . Referring to Figure 2 , we know that Σ 1 and Σ 2 do not interact with each other in the proposed configuration; only C generates each control input u 1 and u 2 to the machines. Thus, the aforementioned condition for state recovery remains unchanged when we design a combined controller C.
To describe the former statement in formal terms, assume that Σ 1 has been staying at a stable combination with a state x È X with W 1 ÔxÕ À, when a fault input w 1 
At ξ 0 , set the recursion function φ as
where UÔx i Õ A N and UÔy j Õ B N denote the set of all input characters that make a stable combination with x i and y j , respectively. Since C conducts no particular control action at ξ 0 , it just relays the external input characters v 1 and v 2 to the control input channel u 1 and u 2 . Hence we have
As C prepares against a possible occurrence of a fault input character that invokes a transient fault, C maintains the present states of Σ 1 and Σ 2 . Hence it chooses any characters in UÔx i Õ and UÔy j Õ as the control inputs:
Note that C moves to ξ t if at least one of Σ 1 and Σ 2 enters into a stable combination with the state x i and y j . At ξ t , the change of the external inputs Ôv 1 , v 2 Õ and the fault inputs Ôw 1 , w 2 Õ determines the next behavior of C. Since these input values cannot change simultaneously by the principle of fundamental mode operation (see Condition 1), we assume that only one input variable changes when C is at ξ t , while the rest inputs remain unchanged. The consequence of an input change falls into one of the following four cases. In the cases of 1) and 2), C does no control action since the transient fault does not happen yet. C remains at ξ t if one of Σ 1 and Σ 2 leaves its current state x i or y j ; if both machines are out of x i and y j , C returns to the initial state ξ 0 . In the cases of 3) and 4), on the other hand, C perceives an occurrence of the transient fault by receiving the changed state feedback from Σ 1 or Σ 2 . As soon as ensuring the fault occurrence, C has to initiate the procedure of state recovery.
Assuming that the case 3) occurs, i.e., a fault input Figure 3 illustrates the interaction between C and Σ 1 in the procedure of state recovery. Since the second machine Σ 2 stays at the stable combination Ôy j , v 2 Õ throughout this operation (the input v 2 remains unchanged by the principle of fundamental mode), C does not switch the value of the second control input u 2 .
In order to implement the aforementioned procedure, we first set φ at ξ t as follows.
According to the above assignment, C moves to ξ 1 if the state feedback changes to a value x ½ i that manifests an occurrence of the transient fault input
The following recursion of φ and η describes the subsequent behavior of C starting from ξ 1 (refer to Figure 3) .
The controller C accomplishes state recovery at ξ k , where it provides the last control input u k , driving Σ 1 to the original state x i . As soon as Σ 1 reaches the stable combination Ôx i , u k Õ, C has to return to the transition state ξ t ; otherwise, C cannot cope with a possible occurrence of the fault input w 2 È W 2 Ôy j Õ that invokes another transient fault to Σ 2 . To this end, we set
We now describe how to complete the overall structure of C so as to realize state recovery for all the states of X F and Y F . The former discussion implies that for making a state recovery module, the controller requires t auxiliary states, where t is the applied control input string. Our scheme proposed in this paper is that the combined controller shares the same auxiliary states for the state recovery procedure of each machine. This is possible since Σ 1 and Σ 2 are two independently working asynchronous machines and neither input nor state variables are interwoven between them, as illustrated in Figure 2 .
Let us enumerate the elements of X F and Y F by
For simplicity, we assume
where ¤ is the cardinality of a set. The above assumption means that only one fault input can occur to each x i È X F and y j È Y F , respectively.
Let kÔiÕ, i 1, . . . , q, and lÔ jÕ, j 1, . . . , r, be the length of the control input sequence for the state x i and y j , respectively, applied by C. We re-arrange the elements of X F and Y F in decreasing order of kÔiÕ and lÔ jÕ, as follows. kÔ1Õ kÔ2Õ ¤ ¤ ¤ kÔqÕ lÔ1Õ lÔ2Õ ¤ ¤ ¤ lÔrÕ.
With no loss of generality, assume q r in our discussion. For i 1, . . . , r, define mÔiÕ : maxÖkÔiÕ, lÔiÕ×.
With the condition q r, C is constructed so that it defines mÔiÕ auxiliary states to resolve state recovery for the states x i and y j , i 1, . . . , r, and defines another kÔiÕ auxiliary states to resolve state recovery for the states x i , i r 1, . . . , q, exclusively. Note that the first r groups of mÔiÕ states are applied to controlling both Σ 1 and Σ 2 , and the rest q¡r groups of kÔiÕ states to controlling only Σ 1 . In this way, we can reduce the state number of the controller. Figure  4 shows the structure of the ith branch of the combined controller C with the condition 1 i r and lÔiÕ kÔiÕ.
Conclusion
This paper has presented a corrective control scheme for realizing fault tolerance for asynchronous sequential ma- chines with transient faults. We have focused on elucidating the existence condition and design procedure of a combined controller that can achieve state recovery for two separately working input/state asynchronous machines. This is made possible by extending the state dimension and input channels of the controller by two folds. The necessary and sufficient condition for the existence of an appropriate combined controller and its design algorithm have been discussed. For space limit, no case study is provided, which is given as a further study.
